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Intended Audience

About This Book

This chapter contains the following sections:

"Intended Audience" on page Vvii

"Conventions" on page Vii

"Product Documentation" on page viii

Intended Audience

This book describes actions reserved for those with administrative privileges. Its
content assumes that you are an administrator for the product and have a strong
general knowledge of system and network administration. Depending on how the
product is configured for your organization, some features described in the
documentation may not be available to you.

Conventions

The documentation uses certain typographical conventions to make references to
product elements easier to recognize and understand. These are described in the
following table.

Table A-1 Typographical Conventions

Display Format

Definition

Examples

blue, underscore

A hyperlink to either another
location within the document or to
a web site.

For more information, see "Product
Documentation" on page Viii.

bold Name of a screen, section, pane, | On the Select Permissions page, locate the
box, or option in the user Access Info pane of the User Account
interface. panel.
The name of an executable file. To begin the installation, double-click

setup.exe.

Bold italic The name of a menu, button, or From the Start menu, select Programs.
tab.

serif An entry you must type manually. | At the command prompt, type cmd.

A value you type in a box or select
from a list.

A field value that appears in the
user interface.

From the Filter drop-down list, select Starts
with.

The Source field now reads Imported from
File.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.)
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Product Documentation

The following materials are available for MessagelLabs Hosted Email Archive:

* Messagelabs Hosted Email Archive User Guide

This document explains how to use MessagelLabs Hosted Email Archive,
such as how to access and search historical email.

» User’s Guide to Storage Management

This document describes how the storage management features works,
and teaches users how to view stored documents.

* Messagelabs Hosted Email Archive Search Help page

Accessible from the Archive Search page in the user interface, the
Messagelabs Hosted Email Archive Search Help page provides guidance
on using the simple and advanced search modes.

For the latest version of any document, contact Support.

viii Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.)
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1  About the Mailbox Policy Manager

Features

The Mailbox Policy Manager allows you to:

Import mail messages from local information stores into the MessagelLabs
Hosted Email Archive data center. Supported information store types are
PST files, Exchange mailboxes, and Public Folders.

Messages brought into the data center via the import function are
associated with the specified user (either manually or automatically), are
subject to retention policies, and are searchable through a user’s personal
email archive. For example, if your organization has recently signed up for
Messagelabs Hosted Email Archive, collection and storage of users’ mail
begins from the time archive is enabled. This service lets you to archive
email that had been sent or received prior to the date MessageLabs
Hosted Email Archive began collecting mail.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 1
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See "Mail Import" on page 15 for more information on these features.
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Figure 1-1 Message Transfer to Data Center

» Enforce your organization’s retention and deletion policies across specified
information stores.

» Produce reports about the information available in the specified information
stores.

» Install the Desktop Agent on your end users’ machines to allow the Mailbox
Policy Manager server to access and act on PSTs located on users’ local
machines.

This optional feature may not be available to your organization. Contact
Support for more details.
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Limitations

Only unlocked PST files can be imported; that is, Outlook cannot have the
PST open while the system attempts to process the file. The system skips
the open file and logs the attempt.

Unicode and ANSI PST files are supported.

The maximum size for import files is 2 gigabytes (GB) for PST files created
by versions of Outlook prior to Outlook 2003. The maximum PST file size
is 20-GB for PST files generated by Outlook 2003 or higher with Unicode
encoding. (These are Microsoft Outlook file size limitations.)

Verify that a retention policy applies to the owner to which you plan to
assign the PSTs, otherwise they will not be imported. Also verify that the
time frame for that user’s retention policy includes the dates for which mail
is being imported, otherwise it will not be transferred to the data center.

Although the Desktop Agent allows you to process PSTs on a user’s
machine with the same Mailbox Policy Manager rules, conditions, and
actions available to any other type of information store, it does not allow
you to import the messages in a local PST into MessagelLabs Hosted
Email Archive. To import these messages, you must copy any local PST
files to a network-accessible location, then follow the instructions under
"Importing Messages to the MessagelLabs Hosted Email Archive Data
Center" on page 15.

Before Importing Mail—Best Practices

Although this step is not required, you may want to gather PST files
together in a local directory to simplify the import process.

Because the default name used when creating PSTs does not identify
users, MessagelLabs recommends that you either incorporate the user
name in the directory containing a user’s PSTs, or rename the PST files to
identify the user.

If mail is to be available in the user’s personal archive, only one user per
PST file is allowed. However, messages from multiple PST files can be
imported for a single user.

If mail does not need to be made available in the user’s personal archive,
or if this feature is being used for e-Discovery only, multiple users’ mail can
be gathered in a single PST and imported into a designated owner’s
mailbox. If you are importing mail for e-Discovery purposes only, you can
assign the e-Discovery owner as the owner of all mail to be imported. This
imports all messages into the e-Discovery owner’s searchable archive.

For More Information

More information is available in the Mailbox Policy Manager online help. To
access the help, click the Help m icon.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 3
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2 Installation and Configuration

Installing Mailbox Policy Manager

Hardware Requirements

The Mailbox Policy Manager requires dedicated hardware; you cannot install it
on either your MessagelLabs Hosted Email Archiving & Continuity (EAC) Services
server or your VaultBox server.

CAUTION  No Microsoft Exchange on the Mailbox Policy Manager Machine

Microsoft Exchange, including Exchange management tools, cannot be installed
on the Mailbox Policy Manager Server.

CAUTION  No VaultBox Designation for the Mailbox Policy Manager Machine

The Mailbox Policy Manager Server cannot be used as a VaultBox.

Minimum hardware requirements for the Mailbox Policy Manager Server are:

Table 2-1 Server Minimum Hardware Requirements

Component Minimum Required
Processor Pentium® Ill, 500 MHz
Memory 256 megabytes (MB) RAM (512-MB recommended)
Free Disk Space At least five GB, possibly more depending on the number of

users. For a more detailed calculation:

1 Find the size of each information store you want to import.
Find the size either from the Exchange System Manager or
the PST files.

2 Multiply that number by three.

Operating System Windows XP (SP2/SP3) (x86), Windows Vista (x86, x86-64),
Windows Server 2003 (x86, x86-64), or Windows Server 2008
(not Server Core, x86, x86-64)

Software/Service Requirements

To use the system, your organization must have:

* Purchased MessagelLabs Hosted Email Archive.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 5
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» Installed MessagelLabs Hosted Email Archiving & Continuity (EAC)
Services software on the EAC server, and performed a Directory Sync
using the SyncManager. Any user/mailbox for whom you want to import
mail must be present in EAC.

» Set MessagelLabs Hosted Email Archive retention policies for all users who
will be designated as owners of an information store. The owner of an
information store is the individual with whom a message is associated in
the data center. The owner may or may not be the recipient or sender of
the message.

On the Mailbox Policy Manager Server, you must have or install:

* Windows XP (SP2/SP3), Windows Server 2003, or Windows Server
2008 (not Server Core), Windows Server 2008 R2

» Outlook 2003 or greater. The system uses the same ActiveMailbox
installer application as Historical Mail/MessagelLabs Hosted Email Archive.
This installer checks to see if Outlook 2003 is present. If Outlook 2003 is
present, the import application is installed onto the server. If Outlook 2003
is not present, the Historical Mail/MessagelLabs Hosted Email Archive
features are installed.

* If using Outlook 2007 SP2, you must install the Outlook 2007 hotfix
package available from Microsoft: http://support.microsoft.com/kb/968858

NOTE Use the Newest Version of Outlook That Has Been Used to Generate the
PST Files You Will Import

If some of your users are running an older version of Outlook (such as Outlook
2003), but others are running a newer version (such as Outlook 2007), it is
recommended that you use the newer version (Outlook 2007) on the server.

« Windows Installer 4.5+ This must be downloaded from Microsoft and
installed manually.

* Microsoft Visual C++ 2008 Redistributable Package (x86). The installer
provides this during the install process if not already present.

* Adobe Acrobat Reader software, v6.0 or later, for viewing this document
electronically. You can download the latest version of this application at no
cost from Adobe Systems, Inc. www.adobe.com.

The Mailbox Policy Manager Server must be a member of the domain and have
access to at least one Exchange server.

Account Requirements

Use the MessagelLabs Hosted Email Archiving & Continuity (EAC) Services
service account to run Mailbox Policy Manager. This account must have
administrative rights to:

* The Mailbox Policy Manager server.

» All information stores from which mail is to be imported.

6 Mailbox Policy Manager Administrator Guide version 6.4 (1sted.)


http://www.adobe.com

Licensed Customer Confidential Installing Mailbox Policy Manager

» The network share on which PSTs are stored, if they are stored on a
network drive (read/write permissions).

* Messagelabs Hosted Email Archiving & Continuity (EAC) Services
software. (Administrator-level permissions are required to install the
software, but not to run it.)

Installing the Server Software

To install the software on its dedicated server:

1 Access your installation package provided by Support. Locate and double-
click ems.msi.

2 The InstallShield Wizard launches and guides you through the installation
process. At the Welcome window, click Next.

3 Inthe Hosted Service Credentials window, enter the root user name and
password. If you don’t have this information, contact Support. Click Next.

i'é]‘ Hosted Service Credentials - o ] S
Hosted Service Credentials
Please enter your adminiskrative credentials @
Please enter the username and password,

If vou don't have an username and password with client installation privileges, please contact
wour suppork Eearn,

Username
|

Password

Mexk | Cancel |

4 The installer prompts you to install any required software if it is not already
installed.

5 The Available Components window tells you which components are
available to install. Click Next.

6 Select the components you want to install, then click Next.

7 The Destination Folder populates by default. Click Next to accept the
installation location, or click Browse to set a new location.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 7
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8 Inthe Network Information Name window, enter the address for the
specific VaultBox system.

i Network Information i B =] [ES

Mebwork Information

Metwark services configuration.

Fully Qualified Domain Mame

dfw-impork, ehsansuperxchange?, local

Friendly MNarme |dFvs-import

Cantraller TCP Part |10709

Back, I Mext I Cancel

NOTE VaultBox is Not Installed

Although you must provide information in this window, the VaultBox instance
installed on this machine is only a partial installation to be used for import tasks.
This instance cannot be used as a complete VaultBox installation.

9 Inthe Service Credentials window, enter the requested domain,
username, and password for the account. Click OK.

iEx
Service Credentials
Please enter the service credentials that the Windows servicas will run as. @
Darnain [EHSANSUPERRCHAN
Username |emsuperuser
Passwaord |

Back. I et I Cancel

Mailbox Policy Manager Administrator Guide version 6.4 (1sted.)
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10 The Custom Setup window prompts you to enter the compression
directory location. Accept the default location and respond Yes when
prompted to create the directory.

Custom Setup

Select the way you want Features to be installed.

I 5

Change destination folder

Erowse bo the destination Folder

Click the icons in the tree below ko change the way features will be installed,

£ | Redirector Controller

a Yaultbox
E it Qvl Import Manager

=~ | Import Status Console
o (=3 - | Mall Attender

: {=a~| Compression Directory
= = | Tracking Service
feee (=0 = | WaultBox Monitor L

| »

El

Laocation: CrhactiveMailboxiCompressianDiry

Browse. ..

Look in: (231 compressionDir j I‘:’Fl

Eolder name:

I Mextk I

Reset | Disk Usage I Back

Cancel |

11 Atthe Exchange Configuration window, enter the username with
administrative rights to the information stores from which messages are
imported (such as Exchange mailboxes and public folders). This is usually
the EAC service account. The installer determines the Exchange DN value
to register, and will configure the system to use it.

ifé" Exchange Configuration

Exchange Configuration

Please provide information about vour Exchange environment,

=101

Plzase provide an Exchange server that the Import Service can use to resolve aliases, and a
uset which has appropriate administrative rights to the Exchange mailboxes that you would like

to import mail Far,

Exchange Server

Usernarne

Ide-maiIserver

lemsuperuser|

I ek I

Back. Cancel |

12 Atthe Exchange Configuration window, enter the fully qualified domain
name of an Exchange Server that can resolve users for the information
stores you want to import messages from.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 9
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NOTE Exchange Server Name Not Validated

The installer does not validate the name of the Exchange server you provide. If
you enter an incorrect value here, the import service will not work.

13 Click Next. The Start Copying Files window lists the components to
install.

14 Click Next. The Setup Status window displays installation progress.

15 Click Finish.

Configuring the Administrator Mailbox

The system requires that you identify an Outlook profile for the Exchange
administrator.

To configure the Administrator Mailbox:

1 Launch Mailbox Policy Manager. Click Start > All Programs >
MessagelLabs > Mailbox Policy Manager.

2 In the lower part of the window, click the Administration Mailbox tab.

B Local Service (MAILBOXMANAG] | Configuration and Status of the Service on MAILBOXMANAGER
[ Infarmation Stores [ I T = ]

Service Status

Achivity:  [dle
Time: Thursday, January 24, 2008 11:55:43 Ak

Status:  Service g Running

(o [ 5w ] [ Do | st

Processing | Languagel About Import Manager.. I

r—Administration baibos

Mailbos Alias | Administrator Change
Mailbos Server |DOCSEXCH

fo=Dlocumentation Exchange Orgdou=First Administrative Group/och=Fecipientz/cn=Adminiztrator

The administration mailbox is used by the local service to perform certain tasks such as sending messages and notifications,
looking up addreszes in the Global Address List and copying or mowing content

| | B
Console Shortouts |
@3 Local Service Status

0 Show dlerts

Today's Console Log
Today's Service Log

10 Mailbox Policy Manager Administrator Guide version 6.4 (1sted.)
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3 Ifyou already have an Outlook profile for the Exchange administrator, click
Change, browse to the mailbox associated with the profile, and select it.

If you do not already have an Outlook profile for the Exchange
administrator, start Outlook and create a profile.

E‘ﬂmse Profile x|

Profile Mame: |[SiEnas

oK I Cancel | Options >>|

Deploying the Desktop Agent
If your organization has implemented the Desktop Agent, you can deploy it to your

end users’ machines. This allows the server to access and act on PSTs located on
users’ local machines.

Client Machine Requirements

Client machines running the Desktop Agent must meet the following
requirements:

Operating System—Windows XP, (x86) or Windows Vista (x86 or x64)

NOTE Vista Users Must Have Administrative Access to the Local Machine

When the Desktop Agent is installed for a user running Windows Vista, the user
whose PSTs are to be managed must have local administrative rights.
Otherwise, the Desktop Agent does not have sufficient permissions to complete
Mailbox Policy Manager actions.

Outlook Client—Outlook 98, 2000, XP, or 2003

Predeployment Tasks

Installations

Before you deploy the Desktop Agent, you must have already:

1 Installed and configured the EAC service software. Refer to your
Administrator documentation for details.

2 Installed and configured MessagelLabs Hosted Email Archive. Refer to
your Administrator documentation for details.

Performed a successful synchronization with SyncManager.

4 Installed and configured the Mailbox Policy Manager server.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 11
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Configure Desktop Agent Listener Port

You must set the TCP listener port through which the Desktop Agent will
communicate with the Mailbox Policy Manager server.

To set the listener port for the Desktop Agent:

1

Launch Mailbox Policy Manager. Select Start > All Programs >
MessagelLabs > Mailbox Policy Manager.

Click Desktops. The Configure Communications for Desktop Agents
pane appears.

{F Local Service (MAILBOXMANAG| Configure Communications for Desktop Agents
[ Information Stores

Management
Logs

—| Statistics
n] s

] Installations
) Wersions
] Commands

4

Listener Ports [TCPAF)

i e I

Description | Port

| Sesgions | Statuz Time | Statuz |

Active Communication Sessions

Deskiop | Port

| Recar... | Elapsed Time | Communication Activity

Console Shortcuts

@ Local Service Status
0 Show Alerts

Today's Console Lag
Today's Service Log

4

Click the Add New Listener Port icon. The Add/Edit Listener Port
(TCP/IP) dialog box opens.

T Add/Edit Listener Port {TCP/IP}

Uzer Description

Desktop Agent Listener

Freferred Address

MOTE: Leave the prefenred address blank unlezz vou have multiple
netwaork cards or multiple [P addreszes.

Ok LCancel

Provide the port number. MessagelLabs recommends using port 39999,
but you can designate any port that is not used by any other application
and is not blocked by any firewall or security applications.

12
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NOTE Use the Same Port Number in the Mailbox Policy Manager Interface and
Desktop Agent Setup File

Whatever TCP listener port you choose, you must provide this same port
number in the Mailbox Policy Manager interface and in the masetup.ini file used
to configure the Desktop Agent deployment.

5 Click OK.

6 Stop and restart the Mailbox Policy Manager service. In the navigation
pane, click Local Service. The Configuration and Status of the Service
pane appears.

Configuration and Status of the Service on MAILBOXMANAGER
T
Service Status
Activity:  |dle
Time: Thursday, January 24, 2008 11:55:43 A
Statuz:  Service |z Running
[t [ o | [ Deae [ Shoniog]

Stop the service. Wait a few moments, then restart it.

Configure Desktop Agent Files and Directories

To configure files and directories for Desktop Agent deployment:

1 Onthe server, create a directory to house the log files generated by the
deployment. This directory must also be shared across the network. Any
machines on which the Desktop Agent will be deployed must have this
directory mapped as a network drive.

2 Create shared network directories required for the deployment and give
them the required permissions. ldeally use your domain policy to run a
script that sets up the permissions, copies the files from the server to a
local directory on the target computer, and then (optionally) copies the log
files back to the writable shared directory on the file server.

3 Modify the InstallMailboxPolicyManagerDesktopAgent.vbs file and
copy it to the shared deployment file directory you created.

a. On the Mailbox Policy Manager server, browse to the installation
directory and locate
InstallMailboxPolicyManagerDesktopAgent.vbs.

b. Edit the logfilelocation variable, using the mapped network drive
value of the shared log file directory you created, for example:
Q:\MailboxpolicyManagerInstall LOG\. You mustinclude the
closing slash for this value.
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4 Edit the masetup.ini file located in the directory that contains the Mailbox
Policy Manager installation files.

a. For MAEAddress, provide the IP address or fully qualified domain
name of the machine hosting Mailbox Policy Manager.

b. If you want the Desktop Policy Manager to run as a Local System
service, set ServiceUID to LocalSystem and leave ServicePWD
blank. If this is not practical, for ServiceUID provide a valid domain
and user ID for the user who will deploy the Desktop Agent, and
provide the password for this user in the ServicePWD field. This user
must have read and write access to the
HKEY_LOCAL_MACHINE\Software section of the registry on any
machine on which the Desktop Agent is to be deployed.

c. For MAEPort, provide the TCP listener port through which the Desktop
Agent will communicate with the Mailbox Policy Manager server. Use
the same port number you designated in the Mailbox Policy Manager
user interface (refer to "Configure Desktop Agent Listener Port" on
page 12).

d. Save and close masetup.ini.

Deploy the Desktop Agent

To deploy the Desktop Agent:

Run the following command from the Mailbox Policy Manager installation files
directory:

cscript InstallMailboxPolicyManagerDesktopAgent.vbs

NOTE Deploying in Windows Vista

To deploy the Desktop Agent on Windows Vista, you must launch the command
prompt as Administrator.

After you have deployed the Desktop Agent, you can refer to the deployment log
files and the Mailbox Policy Manager interface to verify the installations. From the
Mailbox Policy Manager interface, select Desktops > Installations for a list of all
installed agents and their status information.
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3  Mail Import

Introduction

Use the Mailbox Policy Manager to import information stores into the archive,
apply importing rules, and automatically search your mail servers for information
stores to import. You can also view log files and statistics for information stores.

To open the Mailbox Policy Manager, select Start > Programs > Messagel abs >
Mailbox Policy Manager.

Importing Messages to the MessagelLabs Hosted Email
Archive Data Center

You can import messages from three different types of information stores:

* Mailboxes—Mailboxes stored on an Exchange server.

» Personal Folders—Mail and related information for a single person stored
in a PST file.

» Public Folders—Folders for public messages that can be accessed by
multiple users.

These information stores must be located in a local directory on the server or a
network-accessible directory.

CAUTION Imported Messages are Immediately Subject to Retention Policies

Prior to importing an information store, make sure that the appropriate length
and type of retention policy are set. For example, if the owner is subject to a 90
day retention policy, and some of the messages in the information store are 180
days old, the messages older than 90 days will be imported, then immediately
marked eligible for purging from the data center. To help avoid unnecessary
storage costs, configure the import £rom and to parameters to align with the
applicable retention policies. Configure these parameters in the Conditions tab
of the New Local Rule screen.

The process of importing messages involves these major steps:

1 Define the information store that contains the messages to import. See
"Defining the Information Store" on page 16.

2 Assign an owner to the information store you are importing. See
"Assigning an Owner to the Information Store" on page 20.
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3 Create rules for selected information stores to be pulled into the archive.
See "Creating Processing Rules" on page 24.

4  Schedule processing times for importing messages from information
stores into the archive. See "Setting Rule Processing Time" on page 30.

You can also use optional features to:
1 Set up automatic searching for information stores. See "Using Automated
Searches" on page 32.

2 Use import files to add information to the archive. See "Using Input Files to
Add Data to the System" on page 35.

Defining the Information Store

Before you can import messages, you must define the information stores from
which messages will be imported.

To define an information store:

1 Launch the Mailbox Police Manager (Start > Programs >
MessagelLabs > Mailbox Policy Manager).

2 Expand Information Stores.
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3 To define mailboxes from which to import messages:

a. From the list of information stores, click Mailboxes. The list of Known
Mailboxes appears.

5 Local Service (DOCSIMPORTMY| All Known Mailboxes
- Information Stores [ % | EEEYY
il ; Managed By | Display Name | Server | Oner |
Fersonal Folders b DOCSIMPORTMGR (Ser.. Aaron Beasley DOCSEXCH —
‘:_'_,' Fuhlic Falders @DDESIMPDHTMGH (Ser.. Abdul-Karim ak-Jabbar DOCSE=CH
1 Management QDDCSIMPDHTMGH [Ser.. Abner Hapnes DOCSEXCH
= Logs EbBDDESIr\dF'DFETMEiFE [Ser.. Adam Meadows DOCSE=CH
= Statistics @DDCSIMPDHTMGH [Ser.. Administratar DOCSE=CH
= E'3DDCSII\'1F'DFETI\'1GF| [Ser.. Adrian Burk DOCSE=CH
@DDESIMPDHTMGH (Ser.. Adrian Murrel DOCSEXCH
@DDCSIMPDHTMGH [Ser.. AlAtkinzon DOCSEXCH
@DDESIMPDHTMGH [Ser.. AlBaker DOCSE=CH
QDDCSIMPDHTMGH [Ser.. alBemiller DOCSEXCH
E'BDDESII\dF’DFETI\dEiF! (Ser.. AlCarapella DOCSE=CH
@DDCSIMPDHTMGH [Ser.. AlCowlings DOCSE=CH
@DDCSIMF’DHTMGH [Ser.. AlDekderbrun DOCSE=CH
@DDESIMPDHTMGH [Ser.. AlDelGreca DOCSE=CH
QDDCSIMPDHTMGH [Ser.. &lDarow DOCSEXCH
EbBDDESIr\dF'DFETMEiFE [Ser.. Allucas DOCSE=CH
@DDCSIMPDHTMGH [Ser.. Alan Ameche DOCSE=CH
E'3DDCSII\'1F'DFETI\'1GF| [Ser.. AlanPage DOCSE=CH
d| | B @DDESIMPDHTMGH [Ser.. Albert Lewis DOCSEXCH
Conzole Shortcuts | @DDCSIMPDHTMGH [Ser.. AlexAgaze DOCSEXCH
@;Local Service Status @ DOCSIMPORTMGR [Ser.. Alex Hawking DOCSEXCH
QShUWAIerts QDDCSIMPDHTMGH [Ser.. AlexKaras DOCSEXCH
Today's Conzole Log E’B DOCSIMPORTMGR (Ser.. alfred Anderson DOCSEXCH
Today's Service Log [’3 DOCSIMPORTMGR (Ser.. Alphonse Tuffy Leemans DOCSEXCH
@ DOCSIMPORTMGR [Ser.. Alvin Harper DOCSE=CH
[ﬁnﬂFQIMDﬂRTMGH Sear drdn Harl: MOrSEx=rH I _}lLI

g PaT files listed

b. Right-click anywhere in the All Known Mailboxes list and select Add
Mailboxes from the pop-up menu.

» If you choose to add mailboxes from the Global Address List
(GAL), you must select an Outlook profile, then select the
mailboxes to add from the address list.

* Ifyou choose to add mailboxes from the Exchange Server, you can
browse the network or browse the GAL to select the mailboxes to
import.
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4 To define Personal Folders (PSTs) from which to import messages:

a. From the list of information stores, click Personal Folders. The list of
Known Personal Folders (PSTs) appears.

8 Local Service (DOCSIMPORTHMI [ All Known Personal Folders (PSTs)

|'%|;,'*_-ﬂ,|nf0rmati0n8tores ||g|>(| B a®n 28 % &

_| Mailboxes Managed By I File Mame I Fath I Computer I Tupe I Owiner I
_| Personal Folders (MDOCSIMPORT. second export..  CAEMC -PSTAI0G. DOCSIMPOR..  MNetwark Eail Abell
"] Public Folders (MDOCSIMPORT. . largemuli4586..  CAEMC-PSTAIST.. DOCSIMPOR..  MNetwark

(MDOCSIMPORT.. fistpst _500.. CAEMC-PSTV305. DOCSIMPOR..  Metwork
@DDCSIMPDHT... second pstex...  CAEMC-PSTW311.. DOCSIMPOR..  Metwork
(MDOCSIMPORT..  date mult usi_..  CAEMC-PSTA413. DOCSIMPOR..  Metwork

Management
Logs

... =] isti
E-(= Statistics [(MDOCSIMPORT... date 2usrsep.. CMEMC-PSTA457.. DOCSIMPOR..  Metwork
(W DOCSIMPORT..  O01.Pst CAEMC -PSTNA74.. DOCSIMPOR..  Metwork
(W DOCSIMPORT..  OM.Pst CAEMC -PSTAS64.. DOCSIMPOR..  Metwork
‘| | »

Conzole Shortcuts |

@ Local Service Status
0 Show &lerts

Today's Console Lag
Today's Service Log

b. Right-click anywhere in the All Known Personal Folders list and select
Add PSTs from the pop-up menu. You can choose to search for PSTs
by browsing the network or by searching servers. You can also add
PSTs by using a text file. See "Using Input Files to Add Data to the
System" on page 35.

After you choose the search method, the system searches for all PSTs
it can find on the network or on the selected servers. All available PSTs
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are displayed.

i.. search for Personal Folder (PST) Files x|
ot | @ @ | @ Slowest J— Fastest
Fath to Search | Search Status |
Camputer | File Mame | Path | Size | W odified | -
O ESAMANI... archive.pat \\EsamanmchngEkS\DHl\-"E Ehbroling', 0,26 MB 1241442007 ..
o ... Perzonal Fold EL Y E IVE_E“emaill®, E ]
O ES.t’-‘«M.t‘-\NI... Personal Folders['l] pst \\Esamanmchng2k3\DHl\-"E Ehemail2s 026 ME 142342008 5.
JESaMAML..  Personal Folders(1].pst  %\Ezamanixchng2k 3D RNE_E \email3y 026 MB 1/23/2008 5.
O ESaMaML..  archive.pst \WEzamanizchng2k 3DRIVE_E\esamaniy, 026 MB 12142007 ..
O ESAMAMI..  Personal Folders(1].pst S\ samanischng2k35DRIVE_E \esamaniy 0,50 MB 12142007 ..
JESAMAMI..  Personal Folders(1].pst  “AE samanischng2k35DRIVE_E \akelb 026 MB 142342008 6. |
JESAMAMI..  Personal Folders(1].pst S\ samanixchng2k 3DRIVE_E\fake2t 026 MB 14232008 6:..
JESAMAMI..  Personal Folders(1].pst %\ samanixchng2k ZDRIVE_E\gsamanis  1.47 MB 121342007 ..
O ESaMAMIL..  Personal Folders{11pst  %\Esamanixchng2k 3\DRIVE_E\doe 026 MB 1241742007 ...
CJESAMAMIL..  Personal Folders{11pst  %\Esamanixchng2k DRIVE_EYdos2t 36,83 MB 12172007 ..
ESAMAML..  Personal Folders(1].pst  SAE samanischng2k3DRIVE_ESzamaniy 0,26 MB 12/13/2007 ...
O ESAMANL..  Personal Folders(1].pst  SAE samanischng2k 3DRIVE_E\pstimpo... 0,26 MB 124132007 ..
O ESAMAMI..  Personal Folders(1].pst  “AE samanischng2k35DRIVE_E \rzamaniy  7.52 MB 12132007 ..
O ESAMAMI..  Personal Folders(1].pst %A samanischng2k35DRIVE_E \tzamaniy 631 MB 12142007 .. LI
2BPST files Add Al | Add I Cancel |
4

NOTE Allocating Processing Threads

The Slowest/Fastest slider bar in the upper right corner of the Search for
Personal Folder (PST) Files screen allocates processing threads to the
search. By default, it uses the maximum number of threads (Fastest) to
decrease search time. If you want to allocate fewer threads to the search

process, move the slider to the left (toward Slowest). This action has no effect

on the quality of the results, only the time it takes to render them.

c. Choose which PSTs to import.

» To add only selected PSTs, check the box next to eac
click Add.

« To add all of the PSTs, click Add All.

5 To define Public Folders from which to import messages:

h PST, then

a. From the list of information stores, click Public Folders. The list of

Known Public Folders appears.

b. Right-click anywhere in the All Known Public Folders list and select
Add Public Folders > From the Global Address List from the pop-

up menu.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.)
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c. Select an Outlook profile, then choose Public Folders from the
Show Names from the list.

Select the Mailbox to Access the Public Folders

Type Mame or Select From List:

Show MNames From the:

Global Address List j

Dutlook Address Book

I TMarme

#faron Beasley
Abdul-Karim al-Jabbar
abner Havnes

Adam Meadows
Administrakor

Conkacts
Slobal Address List
All Address Lists
All Contacts
Al Groups
All Users

Adrian Burk,
Adrian Murrel
al Atkinson

Al Baker

&l Bemiller

&l Carapella
Al Cowlings

&l Dekderbrun

&l Del Greco
Al Pmwman hat
4 I I »
Advanced W | a4 |

d. Select a public folder, then click OK.

Cancel |
]

Assigning an Owner to the Information Store

After you have defined an information store, you must assign an owner to it. The
owner is the user to associate the messages with in the data center. Only one
owner can be assigned per information store. The ways you can assign owners
varies by information store:

* You can either assign owners for PSTs automatically, or you can assign
them manually.

* You can assign ownership of mailboxes manually, or through the automatic
search process. (For the latter, see "Using Automated Searches" on
page 32.)

» Assign ownership of messages in public folders using the Import Service
Status Console. See "Public Folders" on page 45.

NOTE Retention Policies and Message Owners

If you're assigning messages from several users to one owner, the system will
apply the retention policies set for the owner, not the individual users.
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To automatically assign an owner to a PST:
1 Highlight one or more PSTs.

2 Right-click the PSTs and select Scan for Owner. The system will then
automatically determine the owner of the PSTs based on automatic
matching criteria. (In cases where the system is unable to assign PST
ownership automatically, you must do so manually.)

5 Local Senice (DOCSIMPORTM() All Known Personal Folders (PSTs)

=[5 Information Stores

ElEESEEEN A IR

L] Mailboes | Managed By | File Name [ Fath [ Computer [ Type | Qwner
|| Personal Folders (MDOCSIMFORT  second sspoit | CAEMCPSTVIOA DOCSIMPOR  Nebwork Eaarl fubell
[ Public Folders (MDOCSIMPORT..  largemuli4588..  CAEMC-PSTAIS1. DOCSIMPOR.  Metwork
5-[E Management (MDOCSIMPORT... fistpst_§00.. CAEMC-PST\305. DOCSIMPOR.. MNework
. _.‘ Rules @DUES\MFUHT. second pstex..  CAEMC-PSTAI1.. DOCSIMPOR..  Metwork
o= ‘I:ugs (WDOCSIMPORT.. datemulbusi_.. CAEMC-PST\419. DOCSIMPOR..  Network
= (MDOCSIMPORT... date2ustsep..  CAEMC-PST\S7.. DOCSIMPOR..  Network
([ Statistics (MDOCSIMPORT.. 001 Pt CAEMC-PST\A74 DOCSIMPOR..  Network
(W DOCSIMPORT... 001 Fst CAEMC PSTARB4.. DOCSIMFOR..  Network
Refresh FS
Yigw »

Qther Tasks 3
4] | B Show Custom ¥alues
Console Shorteuts ]

Delete Dl
[ Local Servics Status pisdaliy N
0 Show Alerts I;ruperties
Today's Congole Log —
Taodaw's Service Log

Processing History:
Statistical History:

Scal
Collect: Statistics Mow
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To manually assign an owner for a mailbox or PST:

1 Highlight a single mailbox or PST, right-click it, and select Properties.

All Known Personal Folders (PSTs)

MEESEEEN - TR

tdanaged By | File: Mame | Fath | Computer | Type

@MAI LBO-MAN. . Personal Fold. S\AE samanischng2k D RIVE_E \jdoeh ESAMANIET . Mebwor
@ MAILBOxMAMN. .. Perzonal Fold...  \\Ezamanixchng2k ADRIVE_Ewgeamarit, ESAMAMIKE..  Mebwor
@ MAILBOXMAN... Personal Fold...  \\Esamanischng2k \DRIVE_E \esamani, ESAMANIKC...  Metwor
@ MAILBO=MAN . archive pst YhE zamaninchnog2k 3WDRIVE _E \brallins', ESAMANIAT . Mebwor

2 Select the Owner tab.

g PST Properties - \Esamanixchng2 x|

Froperties Cuztom Values I

Designated Dwner [for MAE] Clear Change

| [hote]

This User Also Owns:

Item | Dezcription |

Ok I LCancel J/
]

3 Click Change.

4  Assign an owner to the information store. When identifying the owner, you
must either enter the complete, exact Outlook display name, or use an
asterisk (*) as wildcard, either by itself or at the beginning and end of the
display name, for example *Smith*. The system associates the mail with
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whomever is identified here as the owner; it won't verify that this user is
the same person who sent or received the message. Enter the search
string and click Search.

tif Find Active Directory Users ;IEIEI

Locations: Server

IEHSANSUPEHXCHNG j |[default] j

Search thiz AD location for users whose names match or contain the following:

I“ Search || Advanced |
Dizplay Mame | Logon 1D | D escription |

Ok | Cancel J/
/4

5 Click an owner to select. The assigned owner must have sufficient access
privileges to view the information store. Click OK.

% Find Active Directory Users o ] 4|

Locations: Server

IEHSANSUPEHXCHNG j |[default] j
Search thiz 40 location for users whosze names match or contain the following:

Ix Search || Advanced |
Dizplay Name | Lagon ID | D ezcription -
ﬁ Adrninistrator Built-itr account for administering the compute
Ehzan A, Sarmani ezamani@ehsansup. .

SystemMailbax{2CO91E ...
John doe jdoel@ehzansupersc...
€ =xchange admin exchangeadmini@eh. ..
ﬁ ems ems controller ems@ehsanzuperic. .
g samani gramanit@iehzansup...
t zamani tzamanii@iehzansupe. ..
[ zamani rsamanié@iehzansupe. .
€ | samani lsamanit@ehzansupe...
ﬁ petiripaorter pstimparter@ehzans. .
[ =T bl ofmvb. 2o s ht
< | LI_I
30 uzer objects found. oK, | Eees L
<4
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Creating Processing Rules

After you have defined an information store and assigned an owner to it, you can
define processing rules that determine which messages in an information store
will be imported into the archive.

To create a new rule:

1 Expand the Management folder on the left side of the window, then click
the Rules folder.

2 Right-click the Configure and Manage Rules area and select New Rule.

5 Laocal Senvice (DOCSIMPORTMY| Configure and Manage Import Manager Rules
E';'ﬂlformationstorea R E

] Mailboxes Type | Description [ Categoy [ Revision [ Schedule [ Last Status |

Refresh FS

+-_] Rules
=] Logs

=)
=] Statistics Delete o

MNew Rule
Edit Rule

Copy. Rule
Prewious Yersions
Show Stores

Process Moty
Stop Processing

Local Service Status
Processing Histary:

Other Tasks 3

4| | B
Consale Shortouts \
% Local Service Status

0 Show Alerts

Today's Console Log
Today's Service Log
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3 Provide general information about the rule.

a. Inthe General tab, enter a name for the rule.

BE New Local Rule x|
| Information Stores I Folders I Conditions | Actions I Schedule 4 I L4
Category I j
Fule Type ILDcaI Fule [Mot Shared] j
Created Thursday, January 24, 2008 3:07:25 &M
Created By exchangeadmin on MAILED=MANAGER
I odified
Modified By
Fevisiohs Mew
ok LCancel
4

b. Either leave the Category field blank, or enter text describing the type
of rule.

c. Inthe Rule Type field, leave Local Rule (Not Shared) asthe
default.
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4 Determine the information stores to which this rule applies:

a. Click the Information Stores tab, click Add, and choose either all
stores identified, or select individual stores from the list. Click OK.

B Add Information Stores

I~ Mailboxes

(C1 PST Files [Network Accessible)
(_ Public Folders

Add to Selections

Store I Tupe I Server I

Hemawve

LClearn

Cancel

i L

4

b. If you want to compact PSTs (reclaim free space), check Compact
(Defragment) PST files after applying this rule. Click OK.

x
General  Information Stores | Falders I Canditiohs | Actions | Schedule | [ther I
Store | Type | Server |
& “WEzamanixchng2k ADRVE_E'doet...  PST ESamMAMIFCHNG 283
Add Remove
v Comnant [Uetiaamentl FS T lesaler anaking this Tl
Ok LCancel
Y
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5 Setthe folders to which this rule applies. Click the Folders tab. Select the
folders and folder types to include.

BE New Local Rule

General] Information Stores  Folders ll:onditions] .&ctions] Schedule 4 | »

Thiz rule applies to; |DNLY thoze Folders Listed Below j
All Folders
Folder |ONLY those Folders Listed Belaw

Add ‘ ‘ ‘ LComman

[ Include the default 'Recower Deleted Items' folder ["'Dumpster]

I Include all other 'Recover Deleted Items' folders

ok | LCancel ‘

NOTE Importing Drafts

By default, draft messages are imported. If you do not want to import draft
messages, exclude the Drafts folder. Because draft messages do not have a
sent date, the message modification date is used to identify the message date.
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« If you want to identify only certain types of folders to include, click
Common, and check the check boxes next to the folder types you
want. If you want to include the subfolders, check Include the
subfolders of these folders, then click OK.

= o

O calendar

O Contacts
Deleted Items
O Drafts

Inbox

O Joumnal

O Motes

Sent ltems

O Tasks

[ &1 Public Folders

[ Inchude the subfolders of these folders

Ok LCancel

» If you have created custom folders you want to include, click Add, click
Explicit Folder Path and Name, and enter the path in the Folder
Entry field. If you also want to include the subfolders, check Include
all subfolders regardless of their name. Click OK.

& g

Folder Entry Type

" Falder Name [Regardless of Path)
" Search Expression (wildcards and Patterns)
{* Ewxplicit Folder Path and Mame

Folder E ntry

|\Inb0:4'\F'mposaIs

I Include all subfolders regardless of their name

aK LCancel
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6 Define the conditions to apply to the rule. Click the Conditions tab.

BE New Local Rule

I Actiohs | Scheduleﬂ_’l

General' Infarmation Stores' Falders

] ALL of these conditions must be met

------ B tessage Tupe =

v

Add List

Edit

Bemove

ilele [0

i ak LCancel
| 4

7 Leave the Message Type set as the default, so that only items of the
Outlook class type Message are imported.

8 If you want to set other conditions on imported messages, such as size or
message age, click Edit. Click Add List to bring up Add a Condition. Use
the Add a Condition screen to add more detailed logical operators for
more complex import rules.

Add a Condition

%]

I Message Size

i Attachment Caunt
(L1 Message &as

[C1 Message Content

(C1 Message Type

(C Message Status

(C Test Keyword Conditions

Conditions related to the size of a message.

10];8 I LCancel

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.) 29



Importing Messages to the MessagelLabs Hosted Email Archive Data Center Licensed Customer Confidential

9 Specify actions the rule can take against messages it finds through the
rule. From the Actions tab:

a. Click Add and select Archive Message to import all messages.

b. Select Check Message if you want the system to check whether these
messages have already been archived. Use this option if you have
already imported some (but not all) messages into the archive. You
can then archive all messages in those information stores that have
not already been archived using the Import Missing Messages right-
click menu option in the Active Imports pane of the Import Service
Status Console. See "Active Imports" on page 45.

10 A dialog appears prompting you for an import path; the path must be the
same as the one you selected as the install path.

to Add an Action

Archiving messages inta the Impart Service

0] I Lancel

11 Click OK.

Setting Rule Processing Time
After you have created a rule for an information store, you must set the time to
begin processing data.
To start processing information stores in this rule immediately:
1 Select the rule you want to start processing.

2 Right-click the rule and select Process Now.
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To set a schedule for rules:
1 Click the Schedule tab.

B Edit LocalRule - Name For rul x|
Infiarmation Storesl Foldelsl Conditionsl &ctions  Schedule | Other I b I 'I
Type | Dezcription
1] |+
Add Edit | Bemove |

— Other Schedule Settings

[ Enable thiz rules schedule for processing
[ Thizs schedule will 'Expire’ or:
| Thusday . Januay 24,2008 x| | s25338M =5

" Reprocess open PST files evens:

IBEI 5: rrirbes up ta |3 5: times

oK | LCancel

4

2 Click Add.

3 Define a schedule one of three ways using the dialog boxes:

L]

Select the Schedule Type

{* Scheduled once at a the following date and time

Tuesday . Januay 29,2008 | [10:5553aM —

" Scheduled periodically every EI minutes on the following daps
=3 = v v =3 = v

™ Scheduled at | = | J

oh the following days of each week

v v I v v v I

ok LCancel

Schedule the rule to run once on a specified day at a specified time.

Schedule the rule to run every X minutes on specified days.

Schedule the rule to run at a particular time on specified days every

one to five weeks.

4  Click OK.
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5 Check Enable this rule’s schedule for processing.
6 Click OK.

7 Click OK. Processing begins as configured.

CAUTION Do Not Delete Information Store Files Until Import to the Data Center
Has Completed

Use the Status Console to monitor import status. Deleting the information store
files prematurely can prevent messages from being imported.

Using Automated Searches

Automated searches allow you to automatically search for information stores to
archive.

To create an automated search:

1 From the navigation list on the left side of the screen, click Information
Stores.

2 Click Add a new Automated Search. 3@

3  From the General tab of the Edit Automated Search window, choose the
following parameters:

A Edit Automated Search

Mailbowes I

Automated Search Type
I Search Exchange for Mailboxes j

Search Should be Performed By
| DOCSIMPORTMGR (Service) |

Perform this Search Every:

I 24 3: Hawrs

Ok I Lancel J/
2

* Automated Search Type—Choose Search Exchange for Mailboxes,
Search Active Directory for Mailboxes, or Search for PST files.

» Search Should be Performed By—Do not change this from the
default setting.

* Perform this Search Every—Enter the number of hours between
automated searches. The default is 24.
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4 To search Exchange for Mailboxes:
a. Click the Mailboxes tab.

£ Edit Automated Search

—Exchange Server to Search for Mailboxes

Exchange Server Browse GAL | | Browsze Metwark

[ Update designated owners settings using Active Directan

[ Unlicenze mailboxes not found after: I? 3: days

—Mailbox Used To Query This Exchange Server

Mailbox Alias |Administrator | Chanae |
Mailbow Server |DDCSE><CH

fo=Drocumentation Exchange Orgdou=First Administrative
Group/ch=R ecipients/ch=adminiztrator

Enter the name of the Exchange server you want to automatically
search. You can also browse the GAL (Global Address List) or the
Network for mailboxes using those hyperlinks.

Check Un-license mailboxes not found after X days if you are in
danger of exceeding your number of licensed mailboxes.

The Mailbox Alias and Mailbox Server fields are taken from your
system defaults, and should not be changed unless the systems
themselves change.

Check Update desighated owner settings using Active Directory if
you want the system to automatically assign the same owner for the
mailbox that is listed in Active Directory.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.)
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5 To search Active Directory for mailboxes:
a. Click the AD Mailboxes tab.

L Edit Automated Search

Gereral AD Maiboxes |

—Query Active Directory for Mailbox Resources

Custom Description

Active Directory Path [ADSI):

[~ Update designated owners settings

™ Undicense mailboxes nat faund after; I? 3: days

0K | LCancel J/
Z4

b. Enter a name for the search in the Custom Description field.

c. Enter the Active Directory path to the mailbox, or click Choose Path to
choose the mailbox.

d. Check Update desighated owner settings if you want the system to
automatically assign the same owner for the mailbox that is listed in
Active Directory.

e. Check Un-license mailboxes not found after X days if you are in
danger of exceeding your number of licensed mailboxes.

6 To search for PSTs:
a. Click the PSTs tab.

Path to zearch for Personal Folder Files [PSTs)

Path to Search Browse

¥ Search subfolders of this path for PST files

[ Urlicense PST files nat found after: I? 3: days

DK I LCancel J/
A

b. Enter the path to search for PSTs, or else click Browse to locate them.

34
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c. Check Search subfolders of this path for PST files if you want to
search subfolders.

d. Check Un-license mailboxes not found after X days if you are in
danger of exceeding your number of licensed mailboxes.

7 Click OK to create the automated search. The search appears in the list of
automated searches, where you can edit or delete it.

Using Input Files to Add Data to the System

If you need to import messages from a large number of PST files, you can upload
a list of PST files, then assign owners to each file using an owner template.

A sample text file containing a list of PST files is shown below. The list requires no
header, includes one PST per line, and each line provides the full path to the PST.

Example 3-1 Sample PST text file
\\Esamanixchng2k3\DRIVE_E\user2007\Personal Folders(1).pst
\\Esamanixchng2k3\DRIVE_E\user2008\Personal Folders(1).pst

To use text files for importing PST files:
1 Create a text file listing the pst files to import, as shown in Example 3-1.

2 Import the text file. In the Personal Folders area, right-click the folder and
select Add PSTs > Import list, then browse to the file you created. The
files appear in the list of all known personal folders.

All Known Personal Folders (PSTs)

FIEREEE - IR TE

| Computer

B Local Service (MAILBOXMANAG
=-[E& Information Stores

) Personal Folders

- | Type | Owner

E‘ _':1 Management {WE_Ehbrolling} CARAAN IR Metwark, Johh doe
L_,' Rules narischngZk WORIVE_Etesamar  Refresh F3 M ebwrk, John dog
=7 Loags franischng2k BORVE_Ehasamar N Metwark. Johr dos

= nanizchng2k MDRMVE_ENdoes M etwiork, John doe

| Console (MAILBOXMA

i
| Service (MAILBOXMAMNS
| Process (By Type)
; i'_,' Process (By Rule)

" | Process (By Stare)

| -

Processing Hiskory
Statistical History
Collect Statistics Mow

Other Tasks
Show Custom Yalues

Delete Del
Add PSTs 3 Search Folders
Properties Search Servers

Impork Lisk

TIP

Owner Template

Manually adding an owner to one of the PSTs provides the format of the owner
template contents.

Mailbox Policy Manager Administrator Guide version 6.4 (1st ed.)
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3 Right-click a store, select Other Tasks > Create Owner Template, and
assign a name to it.

B Local Service (MAILBOXMANAG]| All Known Personal Folders (PSTs)

=3 Information Stores X | B A 28

-] Personal Folders (e = o
= Management Fnanixchng2k 3\DRIVE_E \bralling ESAMANIXCHNG2KS Network John doe
-] Rules fnanixchna2k ZDRIVE_E \esamani ESAMAMIKCHMG2KS Metwork, John doe
73 Logs Fnanischng2k HDRIME_E \gzamani’, ESAMAMISCHNGZ2K.S Metwork John dog
{.:'_; Cansale (MAILBOXMA maanng\\-"_E\idoe\ ES.&MAXCG23 etwol John doe
P . manixching2k 30 R Y = bl M= CHMNG 2K 3 Hetwork
== = .
L Senvice (MAILBOKMANAL - vchng2k A\DRIVE_E__ Befresh F5  [NIXCHNG2K3 Network

|
CJ Process (By Type) view N
*T._'I Frocess (By Rule) Processing History

“|_| Process (By Store) Statistical Histary

Collect Statistics Mow

Other Tasks Export To CSW 3

Show Cuskom Values

Create Profile

Delete Del Create O S—

fidd PTs o real ntac_)wnerTemplate
mpart Owner Template

Properties _— P P

4 Using a text editor, edit the owner template. Add three columns, one each
for the items described in Table 3-1, and fill in the data for each.

5 Inthe Information Stores > Personal Folders area, select Other
Tasks > Import Owner Template. The system matches the contents of
the Store GUID with the owner identified in the owner template file.

NOTE No Data Matching with Active Directory

The system does not verify that the owner data you provided in the owner
template is present in Active Directory.

6 Transfer messages in the PSTs as described in "Importing Messages to
the MessagelLabs Hosted Email Archive Data Center" on page 15.

Table 3-1 describes the data you must add to the owner template file.

Table 3-1 Datato Add to Owner Template file

Entry Definition Example
Owner Name [First Name] [Last Name] of the owner | Bob Smith
Owner Distinguished LegacyDN value of the owner CN=bsmith,CN=Users,DC=
Name ehsansuperxchng,DC=local
Owner Location Netbios name of the domain from EhsanSuperXchng

which the users are retrieved
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Log Files

The system keeps various logs of import information to aid in troubleshooting,
including:

» General log file of daily activity

» Console logs

» Service logs

» Process logs, sorted by type, by rule, and by information store

To view the daily log file:
1 Click the top layer of the navigation list.

2 Click either the Show today’s log file for the local service icon at the top
right , or Show Log.

e 560

Service Status

Actieiby: dle
Tirne: Friday, October 10, 2008 171:13:37 Akd

Statuz  Service |z Bunning

............................

| stat || stop || Dets |[Shewloq
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The system also keeps individual logs for all import functions. View these logs by
expanding the Logs navigation list on the left side of the screen.

8 Local Service (DOCSIMPORTMGR) Local Logs
[ Information Stores

7 Process (By Type)

[ Process (By Rule) ; } -
P Process (By Store) F.eep processing log files for ISD 5 days Clear Mow | Clear &l |

Laog Cleahup |

— Configure Log Cleanup

Keep conzole log files far ISD 5: daps Clear Mow | Clear all |
Keep service log files for ISEI 3: dapz Clear Mo | Clear Al |

Congale Shortcuts

@ Local Service Status

{7 Today's Console Log
3y Today's Service Log

Click the Refresh the list of logs icon % at the top left of the section to refresh
the log list. Click the Open the selected logs icon -3 to view individual log files.

To view console logs:
1 Click Logs in the navigation list.
2 Click Console.

3 Double-click the log file you want to view.

To view service logs:
1 Click Logs in the navigation list.
2 Click Service.

3 Double-click the log file you want to view.

To view process logs:
1 Click Logs in the navigation list.
2 Click the type of process log you want to view. Choices are:
* Process (By Type)
* Process (By Rule)

* Process (By Store)

38
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3 Double-click the log file you want to view.

Filter these processing logs using the icons at the top of the section.

gaovs0 TTAN L0

| Filter By: Tupe I<.-’-\LL> L_l Frocessed Fru:nm|<."-".LL> j Cateqorny I<.-’-\LL> j |
Description | Cornputer | Frocessed Fram | Time | Status -
@E.&uto-Search: [mb lizt) DOCSIMPORTMG...  10/6/2008 219:1... Completed successfully

@ Collect Statigtics from C:AEMC -PSTY1030... DOCSIMPORTMGR  DOCSIMPORTMG...  10/3/2008 4.35:0..  Completed successfully
@ Callect Statigtics from CAEMC -PSTA1090... DOCSIMPORTMGR  DOCSIMPORTHMG...  10/3/2008 4194, Completed succeszsfully

From left to right after the Open the selected logs icon, the filter icons are:

» Show or Hide currently processing tasks 0

«  Show or Hide successful tasks ‘&

«  Show or Hide tasks that succeed but had errors &
«  Show or Hide tasks that failed &

* Only show processing tasks for the last day il

* Only show processing tasks for the last 7 days 7
» Only show processing tasks for the last 31 days
» Show all processing tasks regardless of age

* Find any warning entries in the preview window &
* Find any error entries in the preview window %

You can also filter process logs using the following filters found just under those
icons:

* Filter by Type—Choices include Mailboxes or PSTs.

» Filter by Processed From—Select the system from which the files were
processed.

» Filter by Category—Filter logs by category.
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Statistics

You can view statistics on various aspects of information stores.

To provide statistics:

1 Goto Information Stores in the navigation list.

2 Right-click the mailbox or folder you want information on and select
Collect Statistics Now.

FEEEEEEEIEEIETE

File Mamne

Refresh

PETHL.

I MDOCSIME gy
|mpocsiMe
| W oocsiMe
| | DoCsIME

Processing History
Statistical History
Scan For Qwner

FSTHAL.
PSTHEL.
FSThA..
-PST4W4

FSThA..

Other Tasks
Show Custom Yalues

PSTY

Delete
Add PSTs
Properties

DOCSIMPO. .
DOCSIMPO...
DOCSIMPO...
DOCSIMPO...
DOCSIMPO...

DOCSIMPO

DOCSIMPO...

DOCSIMPO

Network E arl Abell
Metwork
Network,
Metwork
Network
Metwork
Network
Metwork

NOTE

Delay in Statistics Processing Time

It may take a few minutes for the system to finish compiling statistics.

3 The types of statistics are:

Mailboxes

Personal Folders

Public Folders
Messages

Attachments

4  Click the type of statistics you want to view. To include any statistics
collection tasks that just finished, click the Refresh the store statistics
list icon.

View additional information on information stores being processed from the
Active Imports pane of the Import Service Status Console. See "Active Imports”

on page 45.

View additional information on information stores that have already been
processed from the Import History pane of the Import Service Status Console.
See "Import History" on page 49.
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4 Status Console

Introduction

Set parameters for importing mail into your archive in the Import Service Status
Console. To open the Status Console, select Start > Programs >
MessagelLabs > Import Console. The four major areas of the status console
correspond to the four directories on the left side of the console:

* Import Service

» Active Imports

* Import Jobs

* Import History

Import Service

Import Service provides access to basic import function parameters. There are
four function buttons at the top of the section:

e Start—Starts the import service. (Depending on how you have set
scheduling for import, the system may not start importing immediately after
you have clicked this button.)

» Stop—Stops the import service.

e Service Log—Brings up a global log overview of all import activity for that
day. Errors appear in red. Warnings or important items appear in bold.

* Setup—Brings up a window with parameters for interfacing with the data
center. Do not alter them unless the data center system has changed.
There are five tabs for Import Service:

» General

» Active Hours

» Database

* Public Folder

* Ownership (only used by Support)

Note that for all Import Service tab parameters except Active Hours, you must
restart the Status Console for them to take effect.
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To have Status Console parameters changes take effect:
1 Quit and restart the Status Console.

2 Click Stop to stop the import service.

3 Click Start to restart the import service with the new parameters.

General

The General tab lets you set general options for import services.

To set general options:

1 Click Import Service.

@ IMPORT STATUS CONSOLE

1=}
[ Active Imports
23 Impart Jobs
(2 Impart Histon

Service Status

Tirne:
Status:
Activity:

Friday, July 02, 2010 1:45 P
Semice is runhing
Idlz

Start | Stop | Service Log | Setup |
General | Active Hours I Database | Public Folders I O whership I
Logging Level INormaI Logging ;I
Capture bzg Made ICheck archive first [glower, uses less spac:n;l
Import Failure Mode IKeep meszages [allows rety attempts) Ll
Email Stare Proceszing IDefauIt [ten stares at a time] ;I
Proceszing Order I Favor Meszage Volume j
Confirm Mzg Transhers IYes j
Automatically R etire Jobs IAfter 100,000 messages j
Meszage Level Logging IDisabIed j

2 Inthe default General tab, set the following parameters:

» Logging Level—Choices (in increasing order of disk space used) are:
Normal, Verbose, Debug. Unless you are trying to diagnose a problem,
leave this setting at Normal.

» Capture Message Mode—Choices are: Check Archive First (slower,
uses less space) or Always Capture (faster, uses more space). Set this
based on your system workload and resources.
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e Import Failure Mode—Choices are: Keep Messages (allow retry
attempts) and Log failure details and continue. If you select Keep
Messages (allow retry attempts), then you may try to reimport
messages that have failed by using that right-click menu option under
Active Imports. See "Active Imports" on page 45.

» Email Store Processing—Choices are: Minimal (one store at a time),
Low, Default (ten stores at a time), High, and Maximum (twenty stores
at a time). Set this based on your system workload and resources.

* Processing Order—Choices are Favor Message Progress to process
messages in smaller batches, or Favor Message Volume to process
messages in larger batches. Favor Message Progress is slightly less
efficient, but provides more immediate feedback on progress made.

» Confirm Message Transfer—Defaults to Yes. Indicates whether to
confirm a message transfer to the data center before querying the data
center about the status of the message.

* Automatically Retire Jobs—Set importer to automatically retire after
x messages have been processed.

 Message Level Logging—If enabled (not recommended), logs details
about each message transmitted. Only enable this option if asked to
do so by Support.

Active Hours

The Active Hours tab allows you to schedule imports.

NOTE Scheduling Transfer to the Data Center

By default, the system only transfers messages to the data center during non-
peak hours; that is, transfers do not occur between 6 AM and 6 PM Monday
through Friday (local time for the machine). You can configure the system to
allow or disallow data transfer during certain times of the day. See "To set
parameters on transfer to the data center:" on page 43. Note that changing
these settings requires restarting the Import Service.

To set parameters on transfer to the data center:
1 Click Import Services.
2 Click the Active Hours tab.
3 Click Change.
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4 Using the scheduler, select intervals for data processing and click OK.
Changes become effective at the next start of the Import Service.

et service Frocessing Hours
Midright Bam Moon Bpm 11pm
i 2 _ S —Key
A Allow proceszing during this
time interval
Sunday
Mo processing allowed
Honiay D during this time interval
Tuesday
Sleioeedes
Thursday
Friday
Saturday (]9 I Cancel
Database

The Database tab allows you to set size parameters for the importing database.
The system uses an internal database with a maximum capacity of 2-GB to
preprocess messages before they are archived in the data center. If you have a
large number of messages to process, it is possible to fill up the database, halting

import processing. Adjust database settings in the Database Tab to prevent this
from happening.

Generall Active Hours  Database | Public Foldersl Dwnelshipl

Current D atabase size: ||135 ME (0.0 % of 2GB Limit] Compact |

Stop accepting new meszages at; 20.0 = percent

Shutdown importing zervice at: an.a = percent

To adjust database settings:

» The read-only Current database size field shows the amount of
information currently in the database. If it is getting too close to the 2-GB

limit, click Compact to defragment database records, which will reclaim
free space.

» Adjust the Stop accepting new messages at X percent setting to raise or
lower the percentage of available space before the database stops
accepting new messages to process.

» Adjust the Shutdown importing service at X percent setting to raise or
lower the percentage of available space before the system shuts down all
local importing operations.
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Public Folders

The Public Folders tab allows you to assign an owner for all public folders
imported. Click Clear to remove the previous owner and Change to select an
owner.

Active Imports

Active Imports allows you to view status details on current imports. This is is the
default function upon opening the Status Console.

To view status of data processing:

1 Click Active Imports. A list of information stores appears. This list is
compiled after the system exports metadata to the Import Service. For
each store, columns of information are shown for Email Store (the name of
the store), the Store Type, the Total Count of messages, the progress
made for each store, the number of messages that have completed
(successfully archived), the number of messages that failed to archive
properly, and the status.

Table 4-1

Import Console Status

Entry

Description

Archive Action status

Collect Message
Constraints

Shows number of messages for which message matching constraints have
not been collected. To collect these constraints, the import service opens the
mail store, retrieves the message, collects the necessary details to perform
the message matching, and stores those details.

Match Messages Via
Web Service

Shows number of messages for which the constraint details have been
collected. These constraints determine whether the message is already in the
archive or must be imported. If a message must be imported, it is tagged for
export; otherwise it is tagged for message cleanup.

Export Message

Shows number of messages to be imported into the archive.

Send Message to
Archive

Shows number of messages being compressed and transferred.

Confirm Message
Transfer

Shows number of messages are pending confirmation of successful transfer
to the data center.

Confirm New Message
in Archive

Shows number of messages were sent to the data center and are waiting for
their status confirmation.

Confirm Existing
Message in Archive

Shows number of messages were not sent to the data center, but which the
data center had marked as pending (waiting for successful import from some
other source).
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Table 4-1 Import Cons

ole Status

Entry

Description

Message Cleanup

Messages tagged for cleanup that have either been successfully imported
into the archives or were already there. The import service will perform the
desired cleanup on the original message. To perform the cleanup actions, the
import service must open the email store and locate the original message.

Cleanup options are:

« Mark Message—The message will be tagged with custom properties
which can be used at a later date to identify message which have been
imported.

« Delete Message—The original message will be deleted.

« None—No cleanup action is performed on the original message.

Successful Import

Messages that have completed all stages successfully and now reside in the
archives.

Import Failed

Messages that have failed one of the steps above more than the allowed
number of times. To attempt to import these messages again, they must be
added to a CSV file again.

Wait for Retry

If the Import Failure Mode is set to Keep Messages, any message normally
tagged with Import Failed are tagged with this state. The message must not
have failed for critical reason. For example an unsupported message class
will fail a message and it will not be set to this state. If the service sees one or
more messages in this state, it will not perform its normal message import
cleanup processing. Instead it will wait for the user to initiate a retry request.

CheckMessage Action s

tatus

Collect Message
Constraints

Details for message matching are collected and used to determine the
presence of the message in the archives.

Match Messages Via
Web Service

Once collected, the constraints will be sent via a service that only detects the
presents of a message in the archives. If a message is present, it is tagged
with import successful; otherwise, it is tagged with message not
found.

Message Not Found

When the service sees messages in this state, it waits for the user to request
an Import Missing Messages, at which point the message is tagged to
Collect Message Constraints forimporting.

Import Successful

Message was successfully imported.
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2 Double-click an information store to display processing details.

Import Service Status Console | P ‘, Bs5 __)g

E:\Personal Folders\OriginalDigest. pst
Messages being imported: 4

Successfully imported: 0 {0.0%)

Messages pending at each state:

Gather Matching Details: 4
Check Archives faor Messages: i}

Export Message For Archiving: i}

Send Message ko Archive:
Canfirm Message Transfer:
Confirm Mew Msg in Archive:
Canfirm Existing Msg in Archive:
Message Cleanup Pending:

oo

oo o

Table 4-2 Import Service Status Console Processing Details

Entry Description
Total Messages The number of messages meeting the rule criteria.
Completed The number of messages transferred to the archive.

Messages pending at each state

Gather Matching Number of messages for which attributes have been gathered and placed in

Constraints a temporary XML file.

Check Matching Number of messages that have been checked against the archive records to

Constraints ensure the message requires importing; that is, the message is not already
present in the archive.

Export Message for Number of messages that have been exported in EML format.

Archiving

Send Message to Number of messages that have been compressed and placed in the transfer

Archive service directory.

Confirm Message Shows number of messages are pending confirmation of successful transfer

Transfer to the data center.

Confirm New Message | Shows number of messages were sent to the data center and are waiting for
in Archive their status confirmation.

Confirm Existing Shows number of messages were not sent to the data center, but which the

Message in Archive data center had marked as pending (waiting for successful import from some
other source).

Message Cleanup Shows number of temporary files messages created during import

Pending processing waiting for deletion. (No original messages are deleted from the

information store.)
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You can bring up additional information and perform other functions for each entry
on the list using the right-click menu.

Show Progress Details

Show Failed Messages

Retry Failed Messages

Irmport Missing Messages
Cantinue Processing
Cancel Impork

Choose Offline Database Cwner
Choose Active Directory Cwner

Clear &l Cached Cwners

Open Ackiviky Log

Open Store Processing Folder

The items available from the right-click menu are:

Show Progress Detail—Shows detailed progress for an individual store.
Show Failed Messages—Shows all the messages for which import failed.

Retry Failed Messages—If you have selected the Keep Messages
(allow retry attempts) option for Import Failure Mode, select this function
to try reimporting messages for which the previous import attempt failed.

Import Missing Messages—If Check Messages is selected as the action
for this information store, selecting Import Missing Messages will import
those messages that have not already been archived.

Cancel Import—Cancels the process from any further attempt to import or
confirm imports. However, any messages that have already been imported
to the data center, or are in the process of being imported (messages that
were put in transfer directory) will still be imported.

Open Activity Log—Opens the activity log for this information store.
Choose Offline Data Owner—Reserved for Support.

Choose Active Directory Owner—If a user has forgotten to select an
owner when they added a PST, you can select one here for an information
store pending import on the Active Imports tab.

Clear All Cached Owners—The program normally remembers the
association of a mailbox or PST to an owner. Check this option if you wish
to clear that association out of memaory.

Open Store Processing Folder—Opens a unique directory for all file
specific to that individual Information Store, including any relevant
webservice.log, activity.log, or temporary processing files.
During the gathering and export phases of the mail import process, all files
are gathered into this folder, or subdirectories underneath it.
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Import Jobs

Import Jobs allows you to retire an import job before completion, or to create a
new one if you want to give your import a specific name. Retiring a job does not
prevent it from being processed, but it prevents any additional files from being
added to that import job. To retire a job, right-click and select Retire Import Job.

To show job detalils, right-click and select Show Job Details on an import job to
show the following:

* Updated—Shows the last time the message was associated to the job.
* Created—Shows when the job was created.
* Registered—Shows when the job was registered on the backend.

» Active Imports—Shows how many messages were originally queued for
import, regardless of whether they qualified for import.

» Supported—Shows how many messages are supported for import.
* Unsupported—Shows how many messages are unsupported for import.

* Import Needed—Shows how many messages do not exist on the backend
and thus need to be imported.

* Import Attempted—Shows how many messages the backend has
attempted to import.

» Transfer Failed—Shows how many messages the backend could not
confirm as transferred.

* Archive Failed—Shows how many messages the backend was unable to
confirm any status for.

» Successful—Shows how many messages were successfully imported.

Import History

The Import History section allows you to view data on information stores that have
already been processed. For each store, columns of information are shown for
Email Store (the name of the store), the Result, the Date the archive action was
completed, the Total Count of messages, the number of messages that have
completed (successfully archived), the number of messages that failed to archive
properly, and individual counts for messages that failed Before Confirmation,
During Confirmation, and After Confirmation.

To open the activity log for that store, right-click the store and select Open
Activity Log.

To delete an activity log for a store from import history, right-click the store and
select Delete Entries.
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